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Db2 Data Management Console

Introduction
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What is Data Management Console? IBM Db2 - Data Management Console

* Provides easy view of performance metrics of Db2 databases, focusing on problematic statements
» Keeps historical data for analysis

* Sends alerts when a threshold is reached

* Runs SQL

+ Data Explorer

+ Blackout events

* Execute and manage jobs

* Query tuning

* Replication

* Same look and feel for all Db2 databases, no matter where the database is located (cloud, Db2 Warehouse, PureScale, DPF,
HADR, CP4D, etc)

* Free of charge, no license is required

Back to Table of Contents
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Key featll Fes IBM Db2 - Data Management Console

* Real-time and historical monitoring

+ Alerts, Custom Alerts and notifications
* Monitor Reports

* Fully integrated SQL editor

* Query Tuning

* Replication

+ Database object exploration and management
+ Jobs and Scheduler

+ Blackout

* Auditing

+ Team collaboration

* RESTful services APIs support
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Evolution

IBM Db2 - Data Management Console
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Db2 Data Management Console

Installation and Configuration
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Supported Dbh2 offerings and platforms IBM Db2 - Data Management Console

On-premises IBM Cloud Cloud Pak for Data Red Hat OpenShift

DMC standalone
on premises

DMC service on
Cloud Pak for
Data
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System Requirements

IBM Db2 - Data Management Console

https://www.ibm.com/support/pages/system-requirements-ibm-db2-data-management-console

Select DMC version and Operating System
Operating Systems tab

» List of operating systems and levels supported for DMC server installation

Prerequisites tab
+ Databases
» List of Databases and levels supported for DMC repository database
+ JDBC Drivers
*  Web Browsers

Supported Software
* Managed Resources
» List of databases and levels supported for monitored databases

Hardware

Supported platforms

* AIX

* Linux

* Windows
* MacOS

* zLinux

Back to Table of Contents
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Capacity Planning

IBM Db2 - Data Management Console

Table 1. Capacity recommendation

/ JVM Configuration

Disk fi ! M H
Monitor DB# CPU (Cores) Memory (GB) D J,v DS Network (GB)
(GB) size)
0-20 4 8 15 -Xmx 2048m 1GB
Console 20-100 8 36 15 -Xmx 24576m 1GB
100-300 24 64 15 -Xmx 49152m 1GB
Disk for
Monitor DB# CPU (Cores) Memory (GB) repository (GB) 2:;:1)04“ e Network (GB)
- 4 weeks
Repository 0-20 4 4 95
database
20-100 8 16 950
100-300 16 32 2800
Repository logfilsiz = 8192, logprimary =25, logsecond =200
database (CFG) g N » logp y=25, log B

UNIX and Linux

At least 64K or 65536 units for both the nproc value and the nofile value in the limits file

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=setup-capacity-planning

Back to Table of Contents
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Capacity Planning - Repository database DSM vs. DMC IBM Db2 - Data Management Console

Some metrics are available in realtime Some metrics are available in realtime and Inflight Statements

mode only historical mode

Realtime data is not saved Realtime data is saved Each page refresh in Realtime
mode

Delta data is saved Raw and delta data is saved Package cache metrics

Less metrics More metrics Index performance

Activity event monitor, only 5000 records All collected data from Activity event monitor
are saved is saved
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Repository Database Requirements IBM Db2 - Data Management Console

= Rules and restrictions

User must have the DBADM WITH DATAACCESS and SYSCTRL privileges

Dedicated database for DMC

Cannot be Db2 database partitioning feature (DPF) or pureScale®

Must have a temporary table space with a page size of at least 32 KB
TS4CONSOLE_TEMP will be created during repository database setup, if there is no existing temporary table space with at least 32 KB

Must be Unicode type to avoid SQL errors

Db2 version 11.1 or later

Oracle compatibility must be disabled

AUTOMATIC STORAGE option is set to YES

Minimum log settings: LOGPRIMARY 25 LOGSECOND 200 LOGFILSIZ 8192

Database configuration: EXTENDED_ROW _SZ enable

One repository database per DMC server

» Repository database needs to be at the same level of DMC code

Additional Information

Older DMC versions do not support repository databases already migrated to a newer version of DMC

If you have already upgraded your repository to a newer DMC release, there are several changes to tables that cannot be reverted. The rollback process will only work using a
clean backup of your previous repository database, for example

Database backup taken when DMC version was V3.1.9
Migrate DMC to V3.1.10
To go back and use DMC V3.1.9 again, requires to restore the database backup taken at DMC V3.1.9 version

If an old database is restored, all information collected after that database backup will be lost

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=tasks-creating-repository-database

Back to Table of Contents
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REpOSitO I‘y Database IBM Db2 - Data Management Console

= Db2 Restricted License for the Repository database only, available at IBM Fix Central

= DMC does not create the repository database
= Repository database needs to exist before the configuration

» Create database example
+ db2 create database repodb pagesize 8 k
* db2 UPDATE DATABASE CONFIGURATION FOR repodb USING LOGPRIMARY 25 LOGSECOND 200 LOGFILSIZ 8192
* db2 UPDATE DATABASE CONFIGURATION FOR repodb USING EXTENDED_ROW_SZ enable

+ Additional Information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=database-creating-db2-repository

» Regularly scheduled maintenance is recommended
» Backups
*+ REORGs and RUNSTATs
% reorg.sql file under <dmc _home>/ samples/DB2LUW

«» Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=database-maintaining-repository

Back to Table of Contents
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Download and Installation

IBM Db2 - Data Management Console

= Download

* 4 ways to download Db2 Data Management Console
< IBM Marketing Registration Services (MRS) Tool
« Marketplace
< IBM Fix Central
< Passport Advantage

+ Additional information
https://www.ibm.com/support/pages/node/885789

= Installation
» Two different installation formats
< Script
% GUI
» Backup repository database
* Unzip image file
< Existing directory is considered an upgrade
« New directory is considered a new installation
« Configure setup.conf file (ports, repository database)
* Run setup script (DMC admin user)
* Additional information
< Setting up IBM Db2 Data Management Console

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=configuring-setting-up-db2-data-management-console

< Upgrading

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=welcome-upgrading

« Migrating from Data Server Manager (DSM)

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=upgrading-upgrade-data-server-manager-db2-data-management-console
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InStallation on AIX IBM Db2 - Data Management Console

= Bash is required

Supported only on Power® 8 and later processors

AIX® POWER7® compatible systems are not supported

e prtconf | grep -i proc

% Processor Type: PowerPC_POWERS
Processor Implementation Mode: POWER 7
Processor Version: PV_7_Compat**

libc++.a (shr_64.0) could not be loaded error
= |nstall XL C/C++ 16.1.0.10 by using the following steps:

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=support-cannot-install-db2-data-management-console-aix

Additional configuration steps when Stack Execution Disable Protection (SED) is enabled

= https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=ts-exempting-db2-data-management-console-by-using-sed-aix
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Several Servers considerations IBM Db2 - Data Management Console

= Each DMC server can monitor up to 300 databases
* One repository database per DMC server
»= Oneinstallation directory per DMC server

» Ifrepository database and DMC server located in the same machine
+ The machine needs to have enough resources (memory, CPU, disk space)

« If DMC server requires 64GB of memory according to the DMC capacity planning, the machine will need to have
96GB of memory available (DMC server plus the repository database)

» If more than one DMC server installed on the same machine
+ The machine needs to have enough resources (memory, CPU, disk space) available for each DMC installation

« If DMC server requires 96GB of memory according to the DMC capacity planning, the machine will need to have
192GB of memory available

» Different port numbers for each DMC server
+ Including internal ports and job scheduler (bootstrap.properties file)

= Different DMC servers monitoring the same databases
+ Overhead on the monitored database by collecting duplicated information
« Event monitor functions will have conflicts
% Only enable event monitor on one DMC server, and keep disabled for the other DMC servers
v HWCMON1007W error

Back to Table of Contents
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H ome D i I‘ECtO I‘y IBM Db2 - Data Management Console

Locating home installation or <dmc_home>

= Script
» <dmc_home> is the location where the installation package was decompressed after download.

» For example, on the Windows platform, if the installation package was decompressed to the below location: C:\IBM\ibm-datamgmtconsole, then the
path of <dmc_home> is: C:\IBM\ibm-datamgmtconsole

= GUI
+  Windows
% Right-click on the IBM Db2 Data Management Console icon on the desktop and select Open file location

% Continue to the resources\bin folder to find the <dmc_home> directory

% For example, if the IBM Db2 Data Management Console was installed using GUI installer in the following location: C:\Program Files\IBM Db2
Data Management Console, then the path of <dmc_home> is: C:\Program Files\IBM Db2 Data Management Console\resources\bin

% Find the location where you extracted the installation package, and enter the resources/bin directory to find the <dmc_home> directory.

% For example, if the installation package of the GUI installer was decompressed to the below location: /fopt/IBM/ibm-datamgmtconsole then the
path of <dmc_home> is: /opt/IBM/ibm-datamgmtconsole/resources/bin

% Inthe Applications folder, right-click on IBM Db2 Data Management Console and select Show Package Contents.
<+ Enter Contents/Resources/bin directory to find the <dmc_home> directory
% For example, the default <dmc_home> path is: /Applications/IBM Db2 Data Management Console.app/Contents/Resources/bin

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=support-locating-db2-data-management-console-home-directory
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Required privileges to Start Data Management Console IBM Db - Data Management Console

Operating Installed by Started by Supported Limitation
System (Y/N)

Windows Administrator Administrator Y

Windows Administrator Non-administrator N

Windows Non-administrator N

Linux/AIX root root Y

Linux/AIX root non-root N

Linux/AIX non-root root Y Once DMC is started by root user, a non-root user cannot start DMC, as
they do not have the required write permission to work with DMC folders

Linux/AIX non-root non-root Y A non-root user can download, extract (unzip) the installation image, and
run the setup utility

Linux/AIX non-root user A non-root user B N DMC cannot be installed by one non-root user and started by another

non-root user

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=securing-privileges-required-installing-starting-db2-data-management-console

Back to Table of Contents
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Starting, StOpping, ChQCking Status IBM Db2 - Data Management Console
oo 1 Windows | lnwcondunx

Start the server start.bat startup.sh
Stop the server stop.bat stop.sh
Restart the server restart.bat restart.sh
Check server status status.bat status.sh

= Scripts are located in <IBM Db2 Data Management Console install>/bin directory

= On Windows
* Run the scripts as an administrator or from an Administrator CLP (Command Line Processor)
+ Start/Stop the server is also available using Windows Services

= Auto-start on Mac
* https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=administering-autostarting-console

= Data Management Console URLs
* http://server_host_name_or_ip:http_port/console
* https://server_host_name_or_ip:https_port/console

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=administering-starting-stopping-restarting-server

Back to Table of Contents
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Uninstalling Data Management Console IBM Db2 - Data Management Console

» Stop Data Management Console server
= Verify that the server is stopped

= On Windows

* Goto<dmc _home>/ bin directory

* Run the script undo_setup.bat as an administrator or from an Administrator CLP (Command Line Processor)
* Uninstall DMC

= Remove DMC directory

= Optional
» Drop DMC repository database

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=administering-uninstalling-db2-data-management-console

Back to Table of Contents
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Data Management Console — HADR Configuration 1BM Db - Data Management Console

= Runin a highly available environment to minimize access downtime to the console

= Example above using IBM Tivoli® System Administration for Multiplatforms (Tivoli SA MP)

=  DMC and Tivoli SA MP are installed on both the nodes

= Connect both the DMC servers to the same repository database REPODB that is hosted by a Db2 server

= The repository database can be hosted anywhere including on one of the two nodes, but it is recommended to host it on another independent node
=  Only one of the DMC servers is up (online) at a time

= Tivoli SA MP monitors the status of the online DMC server and when it detects the DMC is down, it attempts to bring that DMC up

= |f startup fails, Tivoli SA MP switches (fail over) to the other node and brings up DMC server on that node

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=administering-setting-up-high-availability
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E mail Configu I‘atiOH IBM Db2 - Data Management Console

Replication Connection profile Monitoring profile Event monitor profile Settings

Settings
* Host name
* Server Port
* E-mail address for sender
« UseTSL
* Requires authentication

* Destination e-mail address Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=environment-confisuring-email-server

Back to Table of Contents
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SNMP Configuration

IBM Db2 - Data Management Console

=  Supports SNMP V3
= Settings

. Host name

*  Server Port

. Username

*  Security Level

Additional information

Replication Connection profile Monitoring profile Event monitor profile Settings

AR AR A AR K x** %% Local Engine 1D:80:00:13:70:04:80:00:13:70:¢0:a8:01:0*** * ¥ Hkkokkseokwxokokok

0x800013700480001370c0a8010d

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=environment-configuring-snmp-notifications

Integration with ServiceNow

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=notifications-integrating-db2-data-management-console-servicenow
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JVM CO nfigu I‘atiOI‘l IBM Db2 - Data Management Console

= Xms is the amount of memory allocated by Java when starting DMC

= Xmx is the maximum amount of memory that Java can allocate for DMC server

= DMC server machine needs to have enough available memory for the Xmx

= Increase JVM configuration according to the DMC Capacity Planning

= Review JVM configuration after adding new monitored databases

= HADR standby databases, database partitions, and PureScale members counts as monitored databases
= Restart of DMC server is required after the changes

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=events-configuring-java-heap-size

Back to Table of Contents

IBM Corp. - V3.1.10 - February 2023 - Cintia Ogura 24


https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=events-configuring-java-heap-size

RQpOSitO ry Database Configu ration IBM Db2 - Data Management Console

| |¢—‘ hostname or ipaddress |

| | Database name

]

JDBC Properties

\i Port number for the Db2 instance (SVCENAME) |

l«— | SSLconfiguration mandatory
for the Job Server

3 ways to add repository database information

= Installation
| | + Edit setup.conf file and add the repository

\ /v database before running setup script

Userid and password to = First time logging into DMC
tto th it - . .

connect 1o e Tepostory = Administration = Repository
database

Back to Table of Contents

IBM Corp. - V3.1.10 - February 2023 - Cintia Ogura 25


https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=support-enabling-ssl-connection-job-repository

Db2 Data Management Console

Security
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SeCll I‘ity - AI‘Ch iteCtU re IBM Db2 - Data Management Console

= Access tois controlled through authentication and authorization

» Can be accessed using both the secure HTTPS and unsecured HTTPS
protocol

= Access is managed either by the console itself or by authenticating
facilities that reside outside of the console, like an LDAP server or
repository database

= Access within IBM Db2 Data Management Console (authorization) is
managed by assigning user roles and privileges

= User privileges and operation/data collection credentials are used to
ensure the security for target databases Repository priviege ) L Contigaration)

| Personal/Data Collection ]
credentials

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=securing-security-architecture-db2-data-management-console
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SECU I‘ity - SS L Ce I‘tificates IBM Db2 - Data Management Console

= Additional configuration when using SSL Certificates
e HTTPS URL using SSL Certificate
https://www.ibm.com/support/knowledgecenter/SS508A 3.1.x/com.ibm.datatools.dsweb.ots.security.doc/topics/https cert.html
+ Repository database using SSL Certificate
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=support-enabling-ssl-connection-job-repository
* Monitored databases using SSL Certificate
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=support-enabling-ssl-connectivity-managed-db2-databases
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SECU rity - COHSOIG PriVi leges IBM Db2 - Data Management Console

Console Administrator

Database Administrator

Database User

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=environment-assigning-privileges
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Security - Authentication Methods

IBM Db2 - Data Management Console

= Setup admin
» User created during installation
+ Console Administrator privileges

+ Resetting authentication back to Setup Admin (SuperAdmin)
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=configuration-resetting-authentication

= LDAP

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=configuration-delegating-authentication-authorization-ldap

= Repository

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=configuration-delegating-authentication-authorization-repository-database

IBM Db2 Data Management Console

= Reports Blackouts Jobs Users and privileges Replication Connection profile Monitoring profile Event monitor profile Settings
B Authentication Email SNMP VM HTTPS Repository Stats event monitor opt-in
b2

Set authentication type
SQL

Once set and enable LDAP or Repository as authentication type, the setup admin user will be invalid to login console.
D}g If you want to quit the current authentication setting progress, please click Cancel button to discard all changes and return to the authentication type page.

Authentication type . . .
L—? Au y
§ [© setupadmin O LoAP (O Repository Only one.authe.ntlcatlon methog |s.supported

‘ Q By selecting a different authentication method, the
previous method will be disabled automatically
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Security — Authentication Methods: LDAP IBM Db2 - Data Management Console

Replication Connection profile Monitoring profile Event monitor profile Settings

* Host name
The host name or IPv4 address of the target LDAP server
IPv6 address is not supported

« Port

The port of the LDAP server through which LDAP service
is provided

Number between 1 and 65535

Usually two different ports will be used by LDAP service:
one for LDAP connections and the other for LDAPS
connections.

« StartTLS (LDAPv3 Transport Layer Security (TLS) extension)
Secure LDAP connections with StartTLS would be created

+ LDAPS (LDAP over SSL)
Secure LDAPS connections would be created

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=ldap-configure-connection-settings
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Security - Authentication Methods: LDAP Bind Account IBM Db - Data Management Console

Replication Connection profile Monitoring profile Event monitor profile Settings

= Access LDAP Server Anonymously
» Anonymous bind operations

= Simple Authentication
» Bind DN and bind password are required

* Binding LDAP server with only bind DN or only
bind password is not supported

* Bind DN

* Full DN value of bind account

« Multiple bind accounts are not supported
* Bind password

* Clear text password associated with the
bind DN

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=ldap-configure-bind-account
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Security - Authentication Methods: LDAP User Groups IBM Db - Data Management Console

Replication Connection profile Monitoring profile Event monitor profile Settings

User base DN
* Full DN value of user base entry

User login attribute type
» User attribute type

Console Administrator Group is required
e Group DN
* Member attribute type
* User ID attribute type

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=ldap-configure-user-group-mapping

Back to Table of Contents

IBM Corp. - V3.1.10 - February 2023 - Cintia Ogura 33


https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=ldap-configure-user-group-mapping

Security — Authentication Methods: Repository Database  1evou2- baa Management console

Replication Connection profile Monitoring profile Event monitor profile Settings

» Console Administrator Group is required

User Role Description Examples

Mapping Method

Db2 Authorities Authorities specified for the repository database DBADM | DATAACCESS | SECADM | SQLADM

Db2 Groups Groups defined in the repository database using ADMINGROUP|GROUP1|GROUP2
Db2 create group command

Db2 UDF Execute privilege on specified UDFs created IBMCONSOLE.CANADMINISTER
during the repository database setup:
"<console_schema_name>.CANADMINISTER”
"<console_schema_name>.CANDBA”
"<console_schema_name>.CANVIEW”
Additional information Db2 Roles Roles defined in the repository database using ENTERPRISE_USER|SYSTS_USR

https://www.ibm.com/docs/en/db2-data-mgr- ) ] Db2 create role command
console/3.T.x?Topic=database-configure-user-role-mapping-settings
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Security — Authentication Methods: Repository Database  1evou2- baa Management console

Replication Connection profile Monitoring profile Event monitor profile Settings

\ The test user needs to be any user who

matches one of the DMC roles to access DMC
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Security - Connection Users IBM Db2 - Data Management Console

If the user is not granted as Profile owner or Profile user, the
database won’t show in the monitored database list for that user

» Grant access to users for monitored databases
* Profile owner
% The user who creates a connection profile is automatically granted the connection profile owner privilege
% The user can use the connection profile, and can also edit or delete the connection profile for a database

% The administrator or profile owners can assign connection profile owner or user privilege for the connection profile to
other user IDs

+ Connection profile user

% The user can use the connection profile (for example, run the SQL script on the target database) for which they have the
connection profile user privilege

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=securing-managing-user-roles-privileges
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Secu rity = Additional Secu rity Parameters IBM Db2 - Data Management Console

» Configure User ID rule

+ Although IBM Db2 Data Management Console delegates authentication to external security systems, defining a restriction pattern
for user ID is still a good security practice

» Default rules for user ID
% Total length from 1 to 128 characters
% Allowed characters are lower-case letters(a-z), numbers(0-9), underscore(_), hyphen(-), dot(.), at(@) and commay(,);
% Begin with a lower-case letter or number

= Append customized HTTP response headers to web resources
+ Setaruleto restrict the loading of web resource to preventing attacks like Clickjacking or XSS, you can append your own headers to
HTTP responses
= Verify server host name or IP address
* Prevent 'Host Header Injection' attack that someone intercept your HTTP requests and replace the value of host header, you can
configure a list of host names and IP address of your server where IBM Db2 Data Management Console is installed to enable
verification of the host header
= Customize several JSSE security properties
+ To meet the latest security requirement, IBM Db2 Data Management Console has overwritten some of the default JSSE security
properties of IBM SDK, Java Technology Edition, Version 8.
» Customize idle timeout value
+ Customized idle timeout value that will automatically log off the console after 'x' minutes of user inactivity

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=securing-customize-security-parameters
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SSH Configuration

IBM Db2 - Data Management Console

Secure shell (SSH) services protocol to establish an encrypted communication channel with remote database servers
Allows users to issue commands and complete transactions with databases on connected servers and accommodate the encryption requirements
While the console primarily uses JDBC to communicate with remote database servers, it needs SSH to perform the following:

Execute the scripts/utilities in the remote machine
= Db2 commands, such as db2/ook for generating DDLs
= Administration commands, such as db2start and db2stop

= Qperating system commands, such as Is on linux machines, to browse the folders of a remote machine
= CLPfrom the SQL editor

A number of functions available which require that connected servers be configured to support SSH. The following table identifies these functions:

Category Tasks that require an SSH service

Generation of SQL queries Run SQL statements (SQL Editor) where the Run method option is set to CLP WITH SSH

Database Monitoring Collect CPU information from an AlX server

Job Run Job with type Db2 CLP Script
Executable/Shell Script

General Search for databases or objects using the Browse feature

PasswordAuthentication property must

Additional information be set to yes in sshd configuration file
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=securing-communicating-securely-remote-servers
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COI‘ISOIE PO I‘t N um berS IBM Db2 - Data Management Console

Required to be open in the Firewall configuration

Property | Default File location

port 11080 <dmc_home>/wlp/usr/servers/dsweb/bootstrap.properties The HTTP port that is used to
access the IBM Db2 Console web
console from a web browser.
If http access is not allowed, set
the value to -1

https.port 11081 <dmc_home>/wlp/usr/servers/dsweb/bootstrap.properties The HTTPS secure port that is
used to access the IBM Db2
Console web console from a web
browser

internal.port 11082 <dmc_home>/wlp/usr/servers/dsweb/bootstrap.properties Internal port for the IBM Db2
Console server

job.http.port 11088 <dmc _home>/wlp/usr/servers/dsweb/bootstrap.properties Job-scheduler service port

drs.port 11098 <dmc home>/Config/dswebserver_override.properties Dr.s service port

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=administering-modifying-db2-data-management-console-ports
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Db2 Data Management Console

Monitored Databases
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Monitored Databases - Pre-Setup IBM Db2 - Data Management Console

Database Parameter Description Recommended value
MON_REQ_METRICS For basic data collection of statements, activities, workloads, etc. BASE

MON_ACT_METRICS For basic data collection of statements, activities, workloads, etc. BASE

MON_OBJ_METRICS For data collection of database objects, such as TABLE, TABLESPACE, etc. BASE

MON_RTN_DATA For data collection of stored procedure BASE

MON_LW_THRESH For data collection of blocking and waiting connections 30,000,000 (microseconds)
MON_DEADLOCK For data collection of blocking and waiting connections history
MON_LOCKTIMEOUT For data collection of blocking and waiting connections history

MON_LOCKWAIT For data collection of blocking and waiting connections without_hist

Note: Enabling Locking event monitor option in Administration > Event monitor profile page, updates the MON_LW_THRESH,
MON_DEADLOCK, MON_LOCKTIMEOUT, and MON_LOCKWAIT parameters of the target database to the recommended value

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=tasks-setting-database-parameter-values
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Monitored Databases — HADR Configuration Requirement sy os: - ata management console

» Required Configuration for historical monitoring data
+ DB2_HADR_ROS is ON
+ DB2_STANDBY_ISOis UR

= Event monitoring of an HADR standby connection is not supported

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=monitoring-hadr-historical
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Monitored Databases — Required Privileges 1BM Db2 - Data Management Console

Data collection credential ID must meet the following requirements

= SQLADM on the database
* This privilege provides access to most of the required functions.

= WLMADM on the database
* This privilege is required to create console workload(s)

= SYSMAINT_GROUP

* A few monitoring calls use admin functions that use the snapshot monitor to capture information about the database and
any connected applications

* Forexample: SNAP_GET_UTIL_PROGRESS table function
https://www.ibm.com/docs/en/db2/11.5?topic=views-snap-get-util-progress-progress-snapshot
Authorization

% One of the following authorizations is required:
» EXECUTE privilege on the SNAP_GET_UTIL_PROGRESS table function
» DATAACCESS authority
« Inaddition, to access snapshot monitor data, one of the following authorities is also required:
» SYSMON
» SYSCTRL
» SYSMAINT

» SYSADM
Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=console-min-db-privileges-required-db2
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Adding Monitored Databases

Db2 version 10.1.0.2 or later after DMC V3.1.6 or later

IBM Db2 - Data Management Console

List of supported monitored databases in System Requirements
Db2 10.1 databases are not enabled by default

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=new-version-316

Up to 300 monitored databases per DMC server
* To avoid performance issues in the DMC server

3 ways to add a connection profile

* Add a connection profile via Web UI
* Import connections from file
* RESTAPI

» Additional information

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=environment-adding-connection-profile
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Monitored Databases — Adding Connection Profile IBM Db - Data Management Console

= Administration = Connection profile > New connection

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=environment-adding-connection-profile

Backto Table of Contents IBM Corp. - V3.1.10 - February 2023 - Cintia Ogura 45


https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=environment-adding-connection-profile

Monitored Databases — Adding Connection Profile IBM Db - Data Management Console

= Identify the database
= Unique name
= Cannot have spaces or special characters 1BM Db2

= Used in e-mail subject for any alerts

= Cannot be changed |—|4/ 1BM Db2 for 2/0S
hostname or ip address where the database is located |:|<—| port number for the Db2 instance (SVCENAME) |

| |<\‘ additional JDBC parameters (JDBC tracing) |

SSL configuration

I:l/ = Truststore location
. Credentials

Truststore password

= Monitoring data collection: default monitoring (background collection)

- = Shared credential: run jobs
Security type for JDBC and SQLJ | = Personal credential: run jobs, SQL statements, editing tables, etc.
|¢<{ userid / password to connect to the database }» 7 PI

Initialize HADR or Initialize pureScale

| / . Each standby, or partition, or member is considered a different monitored database and is added automatically by DMC

. Adding standby, or partition, or member manually, they will be considered regular monitored databases
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Monitored Databases — Importing connections from a file 1z ob2 - ata Management console

* Importis asynchronous operation, profiles will be imported in turn

+ Database connection information must be in CSV (comma-separated value) text format
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Monitored Databases — Adding connection via REST API {BM Db2 - Data Management Console

* Create new connection profile REST API
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Monitored Databases — Db2 upgrade IBM Db2 - Data Management Console

= db2updvnn command on the monitored database is required to update Db2 APIs and table functions used by DMC

Run the following query on the monitored database to check the Db2 API level
* db2 "select versionnumber from sysibm.sysversions order by 1 desc”

= Make sure that the query results matches db2level to avoid errors in DMC

* https://www.ibm.com/support/pages/ibm-db2-data-management-console-dmc-showing-sglcode-206-not-
valid-context-where-it-used-error

Update Connection Profile
* Administration = Connection profile
+ Select connection profiles
» Click on Synchronize, and Run button
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Monitored Databases — Update credentials

IBM Db2 - Data Management Console

Update credentials x
Set the collection credentials and the service credentials for multiple connection profiles, in bulk.
Select one or more connection profiles (® Data collection credentials (O) Shared credentials
to change the same credentials Security type
Clear text password v
Username Password
Enter username Enter password
-
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Monitored Databases — Connection Profile List IBM Dbz - Data Management Console

Connection

Profile Page
(all added
databases)

Home Page
(monitoring
enabled

/ databases)

[«— Filters

Backto Table of Contents IBM Corp. - V3.1.10 - February 2023 - Cintia Ogura 51



Db2 Data Management Console

Monitoring Profile
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Monitoring Profile — Configuration IBM Db2 - Data Management Console

+ Administration = Monitoring profile
+ Status
» Default: Yes/No (only one default Monitoring profile)
* New connection profiles will be assigned to the default monitoring profile automatically
* Active: Yes/No
* Profile name: unique name
+ Database list (assigned databases)
+ Description

+ HADR monitoring profile
» Predefined for standby databases

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=monitoring-setting-up-profile
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Monitoring Profile — Monitor Settings IBM Db2 - Data Management Console

Collection

* Collect data every (minutes)

Package cache
*  SQL statements captured
» Table data read for a collection
Package cache only displays top
queries order by 16 KPIs
1. num_exec_with_metrics
. stmt_exec_time I

2
3. total_cpu_time
4. rows_read

5. rows_returned
6

7

8

. total_act_wait_time
. lock_wait_time
. sort_overflows
9. logical_reads
10. physical_reads
11. temp_reads
12. pool_data_Il_reads
13. pool_index_Il_reads
14. lock_escals
15. lock_waits
16. wlm_queue_time_total
In this example:
Every 1 minute, read maximum of 1000 records from the package cache, and keep the top 200 only

Locks
*  Lock wait threshold (miliseconds)
* Table data read for a collection

Collect storage data
= Heavy query used to capture storage data
= It canimpact the monitored database
= Disable the query or schedule the query to run when the monitored database is not busy
= Reorg/runstas on the monitored database catalog tables might help the query performance
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Monitoring Profile — Monitor Settings IBM Db2 - Data Management Console

Normalize captured SQL statements
SELECT * FROM TABLEA WHERE NAME = ‘IBM’
SELECT * FROM TABLEA WHERE NAME = ‘DATA’
SELECT * FROM TABLEA WHERE NAME = ‘MANAGEMENT’
SELECT * FROM TABLEA WHERE NAME = ‘CONSOLF’
SELECT * FROM TABLEA WHERE NAME = ‘SKILL’
SELECT * FROM TABLEA WHERE NAME = ‘TRANSFER’
=> 6 records

Affects disk space in repository database

SELECT * FROM TABLEA WHERE NAME =?
=>» 1 records

Persistence

= Historical data

* Monitoring data
% Keep data for (weeks)

» Package cache
< Keep data for (days)

In case old data is not being deleted in repository database, use the deleteRepoData_expired script:
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=support-deleting-expired-monitor-data

Deleting data for a deleted connection profile use the deleteRepoData4DeletedConnection script:
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=support-cleaning-up-monitor-data-
deleted-connections
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Monitoring Profile — Data Collection Cycle 1BM Db2 - Data Management Console

»= Collect data every (minutes)

+ Data might not be available if not captured during the cycle (snapshot) Replication  Connection profile  Monitoring profile  Event monitor profile

= The lower the number the more data will be collected

» Example of 1 hour monitoring with a database running 100 applications

< Capturing information every 1 minute: 100 x (60 / 1) = 6000 records

< Capturing information every 5 minutes: 100 x (60 / 5) = 1200 records

« Capturing information every 15 minutes: 100 x (60 / 15) = 400 records
< Multiplied by the number of tables collecting data

< Multiplied by the number of databases assigned to the monitoring profile

Monitored
databases DMC
Read data ' Server
Db2 table functions
Insert
data
Cleaner Repository Web Ul

Threads Clean old data database
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Monitoring Profile — Alert Settings

IBM Db2 - Data Management Console

4 Categories
+ Availability
* Performance
» Configuration
+ Custom

Thresholds
e Critical
+ Warning
» Information

Additional information (including list of alerts available)
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=alerts-grouping-by-type
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Monitoring Profile — Notification (Rules) IBM Db2 - Data Management Console

= Name
= 3 types of notification = Alert type
« e-mail (list of e-mails for the alert) .
*+ SNMP = Severity
. Both + Critical
« Warning

* Preference .
» Information
* Send notification immediately when an alert opens
» Send notification when an alert closes

* Send a daily email summary of all open alerts in the past 24 hours

Click on “OK” button to apply the notification changes

Click on “Save” button to save the monitoring profile
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Monitoring Profile — Custom Alerts

= Script type
* SQL script
* Shell Script
= Script text

« Scripts must return severity column (returnValue) to trigger the alert
« Information: 0

% Warning: -1 I:I
< Critical: -2
* Stored procedures

< OUT parameter must be included to return an exit code (-2,-1, or 0)
* Second column to return auxiliary information as output (optional)

IBM Db2 - Data Management Console

Replication Connection profile Monitoring profile Event monitor profile

» Timeout Settings

Additional information

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=profile-creating-custom-
alerts

Custom alerts samples

https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=alerts-custom-code-
snippets
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NOtification Center IBM Db2 - Data Management Console
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NOtification Center IBM Db2 - Data Management Console
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Notification Center — Suggested Resolution IBM Db2 - Data Managerment Console

= Apply Auto-Fix
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Notification Center — Suggested Resolution IBM Db2 - Data Managerment Console

= View access plan

= Tune statement

Run Visual Explain
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Ale I‘tS - e- mall IBM Db2 - Data Management Console
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Db2 Data Management Console

Event Monitor
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Event M OnitOI‘ - Pl‘e I‘eq u iSiteS IBM Db2 - Data Management Console

Prerequisites settings for the monitored database

= Privileges to create event monitoring-related objects: SYSCTRL or SYSADM privilege is required to create BUFFERPOOL and TABLESPACE
= WLMADM or DBADM privilege is required to CREATE / ALTER WORKLOAD

= ACCESSCTRL or SECADM privilege is required to GRANT EXECUTE on PROCEDURE

= SYSADM privilege is required to run db2set (ATS)

= Tablespace for event monitor tables

Additional information
https://www.ibm.com/docs/en/db2-data-mgr-console/3.1.x?topic=events-table-space-other-prerequisites-event-monitoring
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EVE nt M on itOI‘ P I‘Ofi l.e IBM Db2 - Data Management Console

Top 20 connections
with tablespace usage

D‘\ Pencil icon to edit

Event monitor profile

Shows all event monitors
for each database

Back to Table of Contents
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Event Monitor - Settings

IBM Db2 - Data Management Console

= When enabled, DMC issues Db2 CREATE EVENT MONITOR ... WRITE TO
TABLES command on the monitored database

» Tablespace is required to store the event monitor tables

= Db2 creates the event monitor and event monitor tables, and insert data
into those tables

= 4 event monitors
* Activity

% Activity event monitor

% Monitor > Statement - Individual executions
* Locking

% Locking event monitor

% Monitor - Locking - Locking event monitor
« Utility

% Change history event monitor

% Monitor > Applications - Utilities event monitor
+ Statistics

¢ Statistics event monitor
% Monitor > Summary > Responsiveness widget

Back to Table of Contents
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Event MOI‘IitOI‘ - Tablespace IBM Db2 - Data Management Console

= Created on monitored database

* Not required for HADR standby databases

= New table space (created by DMC)
* TS4MONITOR default name

= Existing table space requirements
* 32K page

» Across all database partitions or members
« AUTOMATIC STORAGE AUTORESIZE YES
« MAXSIZE 2G

= Toincrease the table space usage size, click
‘Scale’ to set new table space size

Back to Table of Contents
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Event Monitor - Tablespace Requirements

IBM Db2 - Data Management Console

Without ATS

With ATS

--Create a bufferpool with page size 32kb

CREATE BUFFERPOOL CONSOLEPOOL ALL DBPARTITIONNUMS SIZE 1000 AUTOMATIC PAGESIZE 32768
--Create a partition spanning all partitions

CREATE DATABASE PARTITION GROUP CONSOLEGROUP ON ALL DBPARTITIONNUMS

--Create the 32kb tablespace with max size 2G specified

CREATE TABLESPACE TS4MONITOR IN CONSOLEGROUP PAGESIZE 32768 MANAGED BY AUTOMATIC STORAGE AUTORESIZE YES INITIALSIZE 100M MAXSIZE
2G BUFFERPOOL CONSOLEPOOL

--Create a 32kb pagesize temporary tablespace if there is not an existing one

CREATE TEMPORARY TABLESPACE TEMPSPACE2 PAGESIZE 32K MANAGED BY AUTOMATIC STORAGE EXTENTSIZE 4 BUFFERPOOL CONSOLEPOOL
--Disable the legacy console workload DSM_WORKLOAD if it exists

ALTER WORKLOAD DSM_WORKLOAD DISABLE

--Define a workload to filter the monitored console executed statements. Because the COLLECT ACTIVITY DATA option is not specified, the statement
history will not collect the statements of the workload.

CREATE WORKLOAD CONSOLE_WORKLOAD APPLNAME ("DSMAu*","DSMRt*","DS_ConnMgt*","DSSNAP*","DSMOQT","UC_*"')

--Capture the statements for the default two workloads on the coordinator node. If you want to collect the activity data for all nodes of a multi-partition
database, change the COORDINATOR option to ALL.

ALTER WORKLOAD SYSDEFAULTUSERWORKLOAD COLLECT ACTIVITY DATA ON COORDINATOR WITH DETAILS;
ALTER WORKLOAD SYSDEFAULTADMWORKLOAD COLLECT ACTIVITY DATA ON COORDINATOR WITH DETAILS;
--Capture the aggregate responsiveness workload information

ALTER WORKLOAD SYSDEFAULTUSERWORKLOAD COLLECT AGGREGATE ACTIVITY DATA BASE;

ALTER WORKLOAD SYSDEFAULTADMWORKLOAD COLLECT AGGREGATE ACTIVITY DATA BASE;

--Create a bufferpool with page size 32kb

CREATE BUFFERPOOL CONSOLEPOOL ALL DBPARTITIONNUMS SIZE 1000 AUTOMATIC PAGESIZE 32768
--Create a partition spanning all partitions

CREATE DATABASE PARTITION GROUP CONSOLEGROUP ON ALL DBPARTITIONNUMS

--Create the 32kb table